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INTRODUCTION
In the light of the new Data Protection Legislation (GDPR) introduced in May 2018, Harrow CT has reviewed its systems and policies at the Management Committee meeting on the DATE and agreed the following addition to its existing IT and Data Protection Policy (volume 1). 

INFORMATION AUDIT
Information Held and How we Collect it
Harrow CT holds personal information in the following categories

Passenger Members – Name, address, phone number, email address, DOBs and mobility requirements related to disability or age. This is all essential information needed to provide our services. This information comes from membership forms filled out by prospective members. 
Group Membership - Name, address, phone number, email address of the lead organisers. This is often company information, but may also contain personal contact details of the people concerned. This is all essential information needed to provide our services. This information comes from membership forms filled out by prospective members. 

Paid staff, drivers and escorts - Name, address, phone number, email address, NI number, licence details, bank account details, DBS, health checks (self declaration) and DOB. This is all essential information needed to employ staff and pay them. This information comes from driver and staff registration forms and from documents they provide for ID, DBS, licence check etc.

Volunteer MC members, drivers and escorts - Name, address, phone number, email address, NI number, licence details, DBS, health checks (self declaration) and DOB. This is all essential information needed to deliver and manage services. This information comes from driver and volunteer registration forms and from documents they provide for ID, DBS, licence check etc.

VIPs, Councillors, MPs and other Interested Parties – Name and email addresses are kept of useful contacts and friends of Harrow CT. This is publicly available information held in the public domain and used to for information and lobbying purposes. 

Equal Opportunity Monitoring – We collect this data relating to all our members and staff, as well as the membership of our groups, but it is only used to produce general monitoring statistics and is not related to individuals. 

How We Hold It and Security Measures
Hard copies of passenger and group membership forms, driver and volunteer registration forms, copies of licences and training records are kept in the main office and can only be accessed when the office is open and manned by key holding supervisory staff.

Staff and personnel records are kept in the locked Managing Director’s office cabinets and only accessible to him and his deputy.

All this data is held electronically on our computer system. This is a closed internal system and can only be accessed by authorised staff using their specific passwords. Our main database is on CTX and in the cloud. See separate statement from software management company Shaunsoft describing security measures. Personnel records are held on our Sage accounting system, which are held on our computer, with all programmes being password protected and only accessible to specific authorised staff.

Email contacts for all of the above are held on our internal computers, again password protected, and used to contact our users and staff for electronic mail outs.
Data Held in the Cloud
Our software provider, shaunsoft (https://shaunsoft.com), implements the recommended data security and privacy standards. They continuously review their practices and have measures and policies in place to protect our data.  You can review their policies and practices here https://shaunsoft.com/gdpr or request more information from info@shaunsoft.com . 

What we do with this Data
This data is only used for Harrow CT purposes and is never shared with third parties. It is used for the day-to-day running of our services, eg pick up lists for drivers and sending out trip lists and information about services and management issues.

It is also used to publicise our services and to raise awareness and recruit new members and volunteers.

IMPLEMENTATION

How We Inform People and Opting In
All our membership and registration documentation include a statement describing our usage of personal data and data protection policy, and a tick box which must be checked to indicate acceptance.

Because of the nature of our membership and the difficulties they experience with completing forms, as well as their lack of electronic communication capability, it is deemed impossible to try and gather several thousand retrospective “opt ins”. We will do this on future membership renewals and verbally when taking bookings, but will consider our previous membership forms as sufficiently demonstrating people’s data was wilfully given with full knowledge and acceptance that it would be only used to provide services and information, as per previous Data Protection Policy.

All future newsletters and publications will include a standard statement that continued membership necessarily demonstrates acceptance of our data protection and usage policies. 

Opting Out
Similarly, the membership and registration forms will include details on how to opt out and the guarantee that data will be permanently deleted on request.

All e-mails will include an “opt out” box so that the recipient can remove themselves from the list.

Protecting and Disposing of Hard Copies of Data
Passenger lists are probably the weakest link in our data protection systems. By their very nature they are not securely held inside our office, and are in the hands of our drivers. Part of the Midas training deals with the importance of keeping this information safe and private, and ensuring it is safely returned to the office.

The return of the passenger lists and booking sheets is a necessary part of the fare accounting and invoicing systems, so it is always guaranteed that paperwork is returned and doesn’t go missing.

Paperwork is kept for the necessary time by law, and then securely disposed of.
Any paperwork relating to members who do not renew or who opt out, is similarly disposed of.

Registration under the Data Protection Act

Because we are a registered charity and do not collect CCTV footage for crime prevention purposes, there is no need to register, although we do still have to follow the legislation.

Privacy Statement

The following Privacy Statement will be available as part of our application and registration processes, on our website, in the Staff Handbook and on display in our offices. It is written in plain and easy to understand English and highlights the basic principles of the Data Protection Act and how we adhere to them.

Harrow Community Transport is committed to comply with the Data Protection Act 2018.

Any personal data we gather from you will be held securely and will not be made available to any third party.

We will only use that data to enable us to provide services for you (e.g. the address from which to pick you up or the phone number we ring to contact you) or to send you promotional and necessary information about our services (e.g. lists of outings or details of new services).

We will ask you to tick a box saying you agree to this use of your data when you join and when you renew your membership.

If you do choose not to renew your membership and leave Harrow Community Transport, we will delete all your records (both paper and electronic), or on request at any time. Call 020-8427 6619
Policy Review

This policy will be reviewed on a yearly basis by the Management Committee, or sooner if the need arises.

